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Risk Management Instructor Guide

DISCLAIMER

These training materials are intended as general guidance only and may or may not apply to a particular situation based
on the circumstances. The materials do not create any legal rights or impose any legally binding requirements or
obligations on the Federal Deposit Insurance Corporation (FDIC) and U.S. Small Business Administration (SBA). The
FDIC and SBA make no claims or guarantees regarding the accuracy or timeliness of this information and material.

The content of this training material is not designed or intended to provide authoritative financial, accounting,
investment, legal or other professional advice which may be reasonably relied on by its readers. If expert assistance in
any of these areas is required, the services of a qualified professional should be sought.

Reference to any specific commercial product, process, or service by trade name, trademark, manufacture, or
otherwise does not constitute an endorsement, a recommendation, or a preference by the FDIC and SBA or the
United States government.
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Risk Management

Getting Started

T

Money Smart for Small Business

Instructor Guide

Use this guide to help teach this training in an informative, engaging, and
effective manner.

You can customize the information in Risk Management for a Small
Business to meet the needs of your audience. However, it is usually a good
idea to include:

o Introductions. Allows you to “break the ice,” create active instructor-
participant dialogue, and set the tone for the session.

e Agenda and Ground Rules. Helps participants understand how the
training will be conducted.

e Expectations. Gives participants the opportunity to tell you what they
expect to learn from the training.

e Objectives. Helps participants place the information to be learned in
the proper context and ensures that the content is consistent with their
expectations.

e Explanation of Participant Guide Format and Contents. Serves to
keep participants on track with the presentation.

e  What Do You Know? Form and/or Pre-Test. Helps you and
training participants to determine what they already know or do not
know so you can customize the presentation accordingly.

e Discussion Points. Helps participants to reinforce learning.

e What Do You Know? Form and/or Post-Test. Helps you and
training participants to gauge how well participants have learned the
presentation content, giving you an indication of what content to
review, if any, and what additional materials participants may want to
review on their own.
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Risk Management

Icons

Instructor Guide

The following icons may be used throughout this instructor guide to indicate an activity type.

Money Smart for Small Business

Presentation
Present information or
demonstrate an idea.

Discussion
Facilitate a discussion about a
topic as directed.

Review

Refer participants to and
summarize material provided
in the participant guide.

Assessment
Direct participants to take a

short test.

Ask a Question
Present a problem or question

for discussion.
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Risk Management Instructor Guide

Training Overview

Purpose
The Risk Management for a Small Business module provides an overview of risk management and is designed to help

participants to understand how risk management can benefit their business.

Objectives
After completing this module, you will be able to:

Identify the common risks associated with a small business.

Identify the external and internal factors which affect risk for a small business.
Identify situations that may cause risk for a small business.

Identify the common warning signs of risk for a small business.

Implement, monitor, and evaluate a risk management plan for a small business.

Presentation Time
Each topic has an approximate completion time. Use the suggested times to personalize the module based on your

participants’ needs and the given time period. Allow extra time for activities and questions when teaching larger groups.

Materials and Equipment
The materials and equipment needed to present this module are:

Instructor Guide

Participant Guide

PowerPoint slides (e.g., FDIC_ SBA RISK MANAGEMENT.pptx)

Audiovisual equipment (such as a computer with Microsoft Office PowerPoint, overhead projector, and
microphone, if appropriate)

Training Discussion Points

Discussion Point #1: Risks from Positive Situations
Discussion Point #2: Internal Risks
Discussion Point #3: External Risks
Discussion Point #4: Risks to Continued Operations

Discussion Point #5: Assets

Money Smart for Small Business Page 6 of 36



Risk Management

Instructor Guide

5 minutes

Welcome

1. Agenda
2. Ground Rules

3. Introductions

0]
Slide 2

Introduce yourself and share a little of
your background and experience.
Record participants’ expectations,
questions, and concerns on chart
paper. If there is anything you will not
be teaching, tell participants where the
information can be obtained. Check off
their responses at the end of the
training to show expectations were
met.

Review Participant Guide contents and
organization with participants.

Money Smart for Small Business

Welcome

Welcome to Risk Management for a Small Business. By taking this
training, you are taking an important step to building a better business.

Agenda
We will discuss concepts, do an activity, and have time for your questions.
There will be at least one 10-minute break during the class.

Ground Rules

If you have experience or knowledge in some aspect of the material, please
share your ideas with the class. One of the best ways to learn is from each
other. You might be aware of some method that has worked well for you or
some pitfall to avoid. Your class contribution will enhance the learning
experience.

If something is not clear, please ask questions!

Introductions

Before we get started, I will share a little about myself and I would like to
know a little bit about you. As you introduce yourself, state:
e Your expectations

e Questions and/or concerns about the training content

Participant Materials

Each of you has a copy of the Risk Management for a Small Business
Participant Guide. It contains information and discussion points to help
you learn the material.

What questions do you have about the training overview?
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Risk Management Instructor Guide

5 Minutes Objectives

e After completing this module, you will be able to:

Objectives . . . . .

B : : : * Identify the common risks associated with a small business.

+ Identify the common risks associated with a . . . .
small business * Identify the external and internal factors which affect risk for a

« Identify the external and internal factors which
affect risk for a small business

« Identify situations which may cause risk for a * Identify situations that may cause risk for a small business.
small business

small business.

*  Identify the common warning signs of risk for a small business.

* Implement, monitor, and evaluate a risk management plan for a

|8 @ e | small business.

Slide 3
N

Objectives

* Indentify the common warning signs of risk for
a small business

* Implement, monitor, and evaluate a risk
management plan for a small business

Slide 4
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Risk Management

Instructor Guide

What do you know or want to learn
about risk management? ..

o

| B §Bhem e |
Slide 5

Use the What Do You Know? form
and/or the Pre-Test to gauge
participants’ prior knowledge of the
content and to customize your
presentation, focusing on content with
which they are least familiar.

Money Smart for Small Business

What Do You Know?

Before we begin, we will see what you know about Risk Management for a
Small Business.

If using the What Do You Know? Form)|

The What Do You Know? form on page 4 of your participant guide lets
you compare how much you know before the training and how much you
learned after the training. Please take a few minutes now to complete the
“Before Training” column. Which statements did you answer with
“Disagree” or “Strongly Disagree?” [Note: If time is limited, make sure
you cover these content areas.] We will complete the second column when
we finish the training.

|If using the Pre-Test|

Take a few minutes to complete the Pre-Test on page 5 of your participant
guide. Which questions were you unsure of or were unable to answer?
[Note: If time is limited, make sure you cover these content areas.|

As we progress through the training, you will see if you answered each
question correctly.
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Risk Management Instructor Guide

What Do You Know?
Risk Management for a Small Business

Instructor: Date:

This form will allow you and your instructor to see what you know about risk management, both before and after the
training. Please read each statement below. Circle the number that shows how much you agree with each statement.

Before Training After Training
o o
) o ) o
N o N o
2 o 2 o
(=] < (] <
> 9 > > 8 £
g o© g 22 > g 2
o © - o o © s o
5 2 ) 5 5 2 ) 5
n (=] < n n (=] < n
1. I can identify the common risks associated
. v e 1 2 3 4 1 2 3 4
with a small business.
2. I can identify the external and internal factors
Y 1 2 3 4 1 2 3 4

which affect risk for a small business.

3. Ican identify situations that may cause risk for
a small business.

4. I can identify the common warning signs of
risk for a small business.

5. I can implement, monitor, and evaluate a risk
management plan for a small business.

Money Smart for Small Business Page 10 of 36



Risk Management

Pre-Test

Instructor Guide

Test your knowledge of risk management for a small business before you go

through the course.

1. Which type of risk can generally be controlled?
a. Internal risks
b. Systematic risks
c. External risks
d. Market risks

2. Itis possible to create a business plan that identifies every risk your business might face.

a. True
b. False

3. While reviewing your business plan you identified several risks that could halt, slow, or affect the profit of

your business. What should you do with these risks?
a. List them by name

b. Rank by importance

c. Identify the potential cost

d. All of the Above

4. If needing help with risks associated with your business you should

a. Work the risks by yourself
b. Seek outside assistance

c. Ignore the risks

d. Market the risks

5. Which of the following are common ways to avoid risk? Select all that apply.
Communicating risks you’ve identified to key employees

Making your expectations clear to employees

Developing support systems to care for your family needs

Training staff on the business continuity plan

Purchasing insurance

= e ae o

Planning emergency contingencies

Money Smart for Small Business
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Risk Management Instructor Guide

10 minutes Risk Management

e Risk management applies to many aspects of a business. Your business is
isk Management

+ Identifying areas of threat to the business subject to internal risks (weaknesses) and external risks (threats).
. gzss?s.ng the potential impacts and managing Generally, you can control internal risks once you identify them. However,
: bGFO}V‘h and continued existence of the external risks may be out of your control.

usiness

Not all risks come from negative sources. Risks may come from positive

sources, or opportunities. Expansion and growth are opportunities, but they

_ also bring additional risk.
Slide 6

The ultimate goal is to minimize the effects of risks on your business.

Discussion Point #1: Risks from Positive

Situations
What positive situations or opportunities can you think of that may be
risks?
W_hat positive situatio_ns or opportunities
CAIL YOU Hit ot it . bo kst Examples could include: Sharply increased sales or orders, competitor

goes out of business giving you more business, or changes in laws that
boost the business.

-]

Slide 7

Refer to the participant guide.
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Risk Management

Instructor Guide

10 minutes

Internal Risks

Slide 8

Human Risks
* Death

* Owner

* Employee
* lliness

* Short term

* Long term

« Indefinite

s &

M

of

4

la
Slide 9

I
Human Risks
* Theft and fraud
* Product and inventory theft
* Time sheet fraud
*» Accounting and cash fraud
* Low morale, dissatisfaction
* Failure to perform

« Sabotage of systems,
equipment or customers

Slide 10

Money Smart for Small Business

Internal Risks

Let’s begin with identifying some internal risks.

Human Risks

The human component of your business is a source of risk. Think about
these possible human risks to your business:

Illness and death. A business owner or employee may be ill for a day or
be unable to work for months. The death of a person involved in a business
poses a risk to continued operations.

Theft and fraud. Most businesses want to have an honest working
environment, yet theft by employees and employee fraud are major risks
businesses face. Timecard fraud is a risk. Diverting funds to fictitious
accounts are accounting risks.

Low employee morale. Unhappy employees can cost money through
negligence or through willful acts. For example, an employee who forgets
to reorder inventory is a risk to sales because back orders lead to
cancellations.
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Risk Management Instructor Guide

Equipment and Information Technology

sr— Older equipment may run slower or require more maintenance than new
echnology

isks equipment. New equipment may require adjustments to work with older
+ Equipment breakdowns .
+ New equipment integration equlpment.
* Worn older equipment
« Damage to vehicles

T

Worn parts may cause damage or cause company vehicles to break down.
What would a non-working delivery van cost a business for one day?

Downtime from physical damage or outdated systems may slow business
profits. Most businesses rely on a computer system to process credit cards.
These systems are risks to continued business when they are not working,

especially if no backup plan exists. Lack of administrative controls may
Technology lead to downtime, in addition to fraud and theft.

Equipment and Information

Risks
« Information technology downtime
« Lack of backup or recovery system
« Updates and repairs
« Power and connectivity (physical damage and
outdated systems)
+ Lack of administrative controls

Slide 12

Other Internal Risks

Another source of risk might be the physical plant of your business. Phone

Other Internal Risks

+ Physical plant repairs lines and other utilities are risks to a business. The appearance of a building
+ Breaks in lines or utilities h it il ind dd . int t ti
BB R S ) such as its walls, windows, and doors may require maintenance to continue

+ Incidents

drawing customers.
« Work related injuries

+ Damage to others’
property by employees .. . .

« Damage to your property Injuries and damages may be caused by your business or your business
by others

may receive damage. For example, a storm may cause damage to a

S| business or a business may cause damage by selling a faulty product. Either

Slide 13 way, injuries and damages come with a cost.

Cash flow is the lifeline of a business. When unexpected costs affect the
ability of a business to meet monthly expenses or when credit lines are lost,
a business may fail. A plan to maintain cash flow is crucial.
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Risk Management Instructor Guide

—————— Even new financing has its own cost-associated risks. The risks can include
Other Internal HISKS
« Cash flow changes the following:
» Unexpected costs . A . 1 ¢
« Loss of credit lines ppralsa COSLs

» Expenses to establish lines of credit . Closing costs

c | * Costs for points to buy down rates

'F, L] o *  Deposits placed on hold as collateral

I

Are you prepared?

:

Slide 14

Discussion Point #2: Internal Risks

: What other internal risks can a business owner control?
Activity 2: Internal Risks

What other internal risks can a business
owner control?

4

Slide 15

Refer to the participant guide.
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Risk Management

Instructor Guide

10 Minutes

External Risks

Slide 16

Competition and Market Risks
« Loss of clients or customers
+ Loss of employees

« Increases in vendor costs
« Oil or gasoline price increases
« Fixed cost changes (e.g., rent)

Slide 17

* Laws

« Weather

+ Natural Disaster
+ Community

Slide 18

Money Smart for Small Business

+ Decrease in sales prices/fluctuating markets

External Risks

Competition can be tough and market changes can make life for your
business tougher if you are not prepared. Consider these risks:

*  Market changes

*  Employees may leave

* Rent increases

Competition and Market Risks

Market changes may cause businesses to change. Competitors advertise
sales, wholesale costs go up and down, and oil and gasoline prices affect
your costs and those of your vendor.

Employees may leave to go to a competitor’s shop, taking loyal customers
with them.

Rent increases may be caused by an increased demand for space. For
example, you may be able to lease space more cheaply in a building/area
under construction, but when the lease is up for renewal, an increased
demand for space in the vicinity may result in your rent increasing.

Business Environment Risks

Your environment is more than the space you rent or buy. What happens
around your business affects it. Here are some examples of environmental
changes:

Federal, state, county, and city laws and ordinances can change.

Weather and natural disasters can shut down a business for a short
period or close it.

Structural changes in the community may be the result of progress or
may be due to empty stores and offices in a declining market.
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Risk Management

Instructor Guide

You own a steak house. A tainted meat
scare in your area changes demand. How do you
manage this risk or control
i ects?

g S e
Slide 19

Refer to the participant guide.

5 minutes

« Family obligations, ilinesses or deaths
« Events of disaster that affect the home
« Community involvement

« Complacency

g Be= =]
Slide 20

Money Smart for Small Business

Your community may change as the needs, age groups, spending habits,
and incomes of the population change.

Discussion Point #3: External Risks

You own a steak house. A tainted meat scare in your area changes demand.
How do you manage this risk or control its effects?

Some ideas: Join with other restaurants in an advertising campaign on the
safety of your beef or launch one of your own, make sure you have a
cushion in the budget, contact chamber of commerce to address the issue
publicly, contact the news media for an interview about your restaurant.

Personal Conflict Risks

Personal conflicts are external risks for both business owners and
employees. Families and homes do not cease to exist at the start of a work
day. Children become ill. Medical emergencies, or worse, may happen.
Maintenance and other repairs will be required at home.

For a small business owner, involvement in the community creates
visibility. However, the visibility comes with a cost, mainly time.
Employees may be involved in activities outside of work that are not
generally considered a business risk, but consider how you would handle
this situation: your most reliable manager wants to attend an out-of-town
playoff game with her child on the busiest day of the month.

Even complacency is a risk. Complacency comes from being comfortable.
Your business may be successful and has been for a while. You may be
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Risk Management

Instructor Guide

What is required for your business to
continue operations?

4

g
Slide 21

Refer to the participant guide.

10 minutes

Rick Idantifiratinn
HISK 1aenufncation

« Written business plan

+ Outside sources to assist in
identifying

« Risks of your vendors or supplier

+ Business continuity assessment

( O

| @ e e |
Slide 22

Money Smart for Small Business

comfortable with the hours you are working, but you may miss
opportunities for growth because you do not want to expend the extra
effort. Now, multiply the effect of complacency because complacency also
happens to employees.

Discussion Point #4: External Risks

What is required for your business to continue operations?

Risk Identification

One of the most important investments you can make in your business is
creating a business plan, especially when identifying risks. Creating a
business plan will help you assess areas of risk that could potentially
impact your growth and the ability to continue business.

The continuation of your business, in the event of any risk, should be noted
in your plan. Look at anything that could halt, slow, or affect the profit of
your business. List these risks, rank them in importance, and look at
potential costs. Identifying and assessing risks is something that will
require time and should be revisited periodically. Be sure to schedule time
in your calendar to identify areas of business risk.

Page 18 of 36



Risk Management

Instructor Guide

« Excessive debt in relation to owners equity
(total liabilities / owner's equity)

+ Reliance on a small number of customers
+ Reliance on one product
« Reliance on one or a small number of vendors

g Bhe=— = ]
Slide 23

[

Warr Signs

« Cash flow problems

« Irregularities in accounting, bank or timecard
records

« Irregularities in computer system
administrative reports
« High employee turnover rate

g = e
Slide 24

Money Smart for Small Business

Get help from outside sources in identifying areas of risk. Many of these
sources are business-specific.

A business plan isn’t something to create and set aside, simply to be used
later to obtain financing. Once completed, the business plan will become
your guide, just like a map.

Warning Signs

Owning a business means keeping alert to potential risks. Pay attention to
warning signs of risk.

Excessive Debt in Relation to Owner’s Equity

Use the following formula to calculate a company’s debt-to-equity ratio.
First, determine total liabilities by adding your short-term and long-term
obligations. Then, divide total liabilities by the owner’s equity (found on
the company’s balance sheet). Generally, the debt-to-equity ratio for a
business should not be above 40 percent or 50 percent. However, you can
check similar types of businesses through a business reporting service or
consult an accountant to obtain the normal range for your industry.

Reliance on Small Numbers of Customers, Products and Vendors
Relying on a small number of customers will cause a business to fail
quickly if those customers are lost. Your business will need to always reach
out to new types of customers with new products. Reliance on one product
will limit your business when that reliance fails to allow for changes in
customer needs, as well as changes in the market. Similarly, when your
business relies on one or a small number of vendors, your business
continuity plan is only as solid as your vendor’s business. You are not in
control.

Cash Flow Problems

A very basic calculation of your cash flow starts with your business’s cash
balance at the beginning of the month. Cash receipts from all sources are
added to this beginning balance and then all cash payments are subtracted
from this total. The result is your ending cash balance. If your expenses are
greater than your income, adjustments should be made. In general, you
want your business to have a positive cash flow. Is your business able to
pay monthly payments with no overdrafts? If you are having a hard time
covering checks, your business has a cash flow problem.
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Instructor Guide

10 minutes
|

« |dentify needs for business continuity

« Identify needs for potential or planned growth
« Discuss risks with managers

« Communicate risks to managers

Slide 25

Money Smart for Small Business

Irregularities in Accounting, Bank or Timecard Records
Audits or spot checks of your accounting system may uncover errors or
fraud. Some questions to answer as you move through audits:
* Do project or job sheets match what has been submitted for
payroll?
* Do time sheets match what has been submitted for payroll?
*  Does the payroll ledger reconcile with bank account statements?
*  Are there outstanding checks to former employees?
*  Are former employees still in the accounting system?

Irregularities in Computer System Administrative Reports
When reports from your computer system are generated, verify user access
and system changes by considering these questions:

* Has any user access been changed since the last review?

* Isaccess for all users ordinary for their job functions?

* Do users who are no longer employed still have access to the

system?
* Have changes been documented and approved?
* Are any transactions or changes out of the ordinary?

Employee Turnover Rate
Consider these questions when thinking about employee turnover:
* Does your business have a high rate of employee turnover?
* s this a result of poor hiring decisions, lack of training, or the work
environment?

Risk Evaluation

Once risks have been identified, consider next the impact each risk has on
business operations and continuity. Also evaluate risks with regard to
potential expansion or future growth. On a day-to-day basis, consult with
your operations managers, as they may be more alert to possible risks. In
fact, consult with all your key people to enlist their input and communicate
to them the risks that you see.
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SWOT Analysis

Performing an analysis of your business’s internal strengths and

SWOT Analysis
« Strengths

+ Weaknesses

» Opportunities

+ Threats

weaknesses and your business’s external opportunities and threats may
uncover overlooked risks. To be effective, a strengths, weaknesses,
opportunities, threats (SWOT) analysis should be a very candid and honest
assessment of the business. Remember, some risks can also be

opportunities.

Other Resources

Seek outside help when assessing your business risks. The Small Business
Administration (SBA) can provide many helpful resources. If funds permit,
consider an auditing firm or certified public accountant (CPA). Talk with
your bank or commercial lender about risks for your type of business. You
may also want to consult a risk insurance provider. You can check the
internet to find similar businesses or professional organizations which may
share information on risks specific to your business.

Slide 27

Risk Measurement

— Once risks are identified and evaluated for their potential consequences,

-+ Effect on potential earnings and cash flow they should be measured by how they affect earnings, cash flow, and
« Impact on the business for future growth . .
« Costs related to the risk, should it occur business operations.

« What would change in your business as a
result

Y B R R R A good example is water damage. A business that flooded may be cleaned
control

up, reopened, and continue operations. But, the expenses for cleanup put a

strain on the budget for months to come. Lost income is not the only thing
B $he=e e | to consider. For example, customers may move to businesses that did not

Slide 28 flooded and not return to your business. This customer migration may

require new advertising or new products to renew interest.
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5 minutes

I
Importance of Risk Management

|8 e e |
Slide 29

15 minutes

Slide 30

Money Smart for Small Business

Loss of future profits (due to customer migration, for example) may be
more costly than the direct loss of income. Scrutiny of all the costs
associated with a risk is important for measuring risk.

Importance of Risk Management

Minimizing and controlling the effects of risks can improve and maintain
business cash flow. The continuation of cash flow creates stability for the
organization and helps credit relationships remain intact, while building
additional credit.

What does all of this mean? It means your business will continue. The
longevity of a company will mean greater stability. Creditors will see this
stability and good cash flow reflected in the financials of the company. The
rewards of risk management are all linked together: good cash flow leads to
stability, which leads to good credit, which leads to longevity.

Risk Control Management and Implementation

A written business plan should not only include a list of possible risks, but
also include controls and plans to manage risks. Remember—keep your
business plan current by readdressing changes in costs and by assessing
new risks.
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B ]

Equipment and Vendors

« Inclusion in initial written business plan

« Readdress, monitor and update business plan
periodically

« Insure equipment and use service plans

+ Know your vendors and suppliers — backup
relationships

|8 @ e |
Slide 31

Money Smart for Small Business

Equipment and Vendors

Equipment

Equipment that needs to be repaired may interrupt your business, but
insurance or service plans may minimize your costs. For example, if your
business is dependent on a high-speed printer or copier, a service plan may
control the risk of the copier breaking down. Parts for a copier can be
expensive and take time to replace. To be prepared, copier vendors will
plan for parts and service based on the copiers they have sold to you, and
the number of copies you make (service plans for copiers usually require an
annual count of copies made). Higher usage may mean more maintenance.

Vendors

Y our vendors have risks, too—some of the same risks you face. Relying on
only one vendor may be risky for your business. You may be able to avoid
problems with your vendors by following these suggestions:

. Have more than one supplier for products.
. Shop for vendors with the best price and service.
. Maintain relationships with multiple vendors by buying from

each of them.

A multiple-vendor strategy may make vendors push for more of your
business, resulting in lower prices. In any event, if one vendor is unable to
deliver, you will have backup.

Do not be afraid to investigate the risks your vendor may face. Some of

this risk information is provided by business credit reporting agencies or by
insurance companies.
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Ee—— e

Business Continuity

« Location to continue business operations

« Establish a manual system

« Train staff to continue operations

+ Backup operating systems, list staff duties and
contacts

« Review contracts with vendors for provisions

« Know systems provider backup and
contingency operational plans

R e
Slide 32

Money Smart for Small Business

Business Continuity

Y our operations manuals should include a business continuity plan. The
plan should provide steps to take for short- and long-term situations. For
example, if your business is unable to operate in its present location, is it
possible to use another? If so, your plan should list the steps to take, by job
position, for re-establishing operations at the backup site.

Create a set of standard operating procedures for completing tasks. Many
businesses were started before extensive computer-based technology. Back
then, these businesses operated by following manual steps. Describe the
responsibilities for inputting manually-captured information into your
computer system for when the system is running again. Train staff on your
continuity plans and alternative strategies. Have trial runs or periodic
testing of your manual systems.

Backup your computer systems and keep copies in a secured offsite
location. Keeping additional computer capability at another location can
mean being down for a few hours, instead of days. Software or operating
systems providers may be able to assist in disaster recovery plans. Review
or discuss these plans with your vendors.

In your continuity plan, include the following:
*  Staff members’ duties
*  Staff members’ work locations
* Contact names, such as email addresses and phone numbers
*  Vendor, utility, and emergency phone numbers
*  Employee notification “phone tree” (for example, an owner calls
managers and managers call their departments)

Just as you plan for these risks and the possible consequences, your
vendors should as well. Ask your vendors about their business continuity
plans. If they provide this information, add it to their file and include
information that is pertinent to your own plan.

Keep a copy of your continuity plan in a place where your managers and
staff can access it easily.
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Informat lechnol

» Do not share login information
+ Protect systems with firewalls
» Institute levels of access

« Perform other reports

» Sample transactions or use
trial transactions

» Conduct scheduled and surprise audits

e e
Slide 33

Money Smart for Small Business

Information Technology Systems

Special risks are connected to information technology (IT) systems.
Review the following risk prevention tips for IT systems:

* Safeguard login information such as personal user names and
passwords. Personal login information should not be shared with
anyone outside the business, or any other employee. Most
businesses require employees to sign an IT statement that outlines
the repercussions for sharing passwords.

* Protect systems with firewalls to stop intrusions. Use software to
scan for viruses or other irregularities. These protections may
require additional setup time and annual renewal fees. However,
consider the cost a hacker or virus could cause by shutting down
your system. In most cases, the benefit of protection will probably
outweigh the cost.

* Institute levels of access within your organization by job duty.
Someone who ships out inventory or accepts returns, for example,
should have different access than those in accounting where credit
is issued. Manager override authority should be reviewed
periodically by using system-generated reports. Monitoring reports
for out-of-the-ordinary transactions gives an added layer of
security.

* Generate system reports, which might include reports on system
access, attempted security breaches, and patterns of usage. Audits
of these reports, as well as reviews of changes made by system
administrators should be conducted regularly.

* Sample transactions or use trial transactions to uncover changes
in processing or fraudulent transactions.

* Conduct scheduled and surprise audits of IT systems.
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« Shop them

+ Check advertising

» Product lines

+ Pricing

+ Customer interaction
« Employee retention
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Competition

While the competition cannot be controlled, you can at least know what
they are doing.

Investigate what products they are carrying and how they are priced.
Consider these questions:

*  Are your prices higher or within the market?

* Are you losing sales to them or do you have a competitive edge?

* If you think you have an edge, how can you maintain it?

» If their prices are much lower, is it time to revisit pricing with your

vendors or search for new ones?
* s their quality the same as yours?

Note how your competitor’s staff interacts with your competitor’s
customers. Consider these questions:
*  Does your business need training in any area?
* How are your competitor’s employees interacting?
* Do your competitor’s employees seem happy?
* Do you know what types of benefits your competitor’s employees
receive?
*  Are your insurance and compensation packages competitive for the
market?
* Are you attracting and keeping valuable employees?

The cost to retain employees may be less than to train new employees.
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What is your most liquid asset?
How can you protect it?

Refer to the participant guide.

1|
Accounting and Cash Control
+ Separation of duties

« Dual control of cash

« Levels of authority observed

+ Periodic audits

+ Surprise audits

« Insured deposits — FDIC

« Plan for reserves in the budget
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Activity 5: Assets

What is your most liquid asset?
How can you protect it?

Accounting and Cash Control

Potential for fraud or theft can exist without a separation of duties. The
employee who accepts cash or payments, processes the work, deposits
funds, and reconciles the related account may be tempted to commit theft.
Consider setting up an audit trail with one person accepting and processing
payments, another preparing the bank deposit, and perhaps another for
reconciling statements. For all three steps, amounts should be verifiable.

Cash payments and arriving mail should be logged or verified by two
people. Each person should count the cash in the presence of the other. This
procedure sets up accountability and provides a record of the activity.

Job duties should have differing levels of authority. Some duties may
require recorded supervisor approval. For example, the server at the
restaurant may need approval of the shift manager to void the charge for a
poorly served meal. Issuing credit for returned merchandise may require
supervisor approval above a certain dollar amount.

Conduct periodic audits of cash to insure that it balances with all income
records and bank statements. Surprise audits should be done at least
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quarterly and at different dates in the month. An established pattern may
give an employee who has taken money the time to return it. If the surprise
audit has not been conducted before the last week of the quarter, the audit
will be predictable and a theft may go unnoticed before the stolen funds can
be put back in the drawer. Consider that most employees expect to pay
back stolen funds before the theft is detected.

No one can afford to lose cash if a bank fails. Before opening an account,
confirm that the financial institution is FDIC-insured. If you have more
than $250,000 on deposit in the bank, you may have more--or less--deposit
insurance coverage than you think: use the FDIC’s online Electronic
Deposit Insurance Estimator (EDIE) to calculate your FDIC insurance
coverage.

The FDIC insures deposits up to the maximum amount allowed by law.
The standard deposit insurance amount is $250,000 per depositor, per
insured bank, for each ownership category. The National Credit Union
Administration (NCUA) provides similar insurance coverage for deposits
in insured credit unions.

Monthly budget projections should include a reserve amount for each
month. This should provide a cushion to cover payments. An accountant
may assist you in determining the amount to hold for additional cash flow,
based on your financial statements.

Employee Management

Your employees are important to the success of your business. Review
these tips for managing your employees:

* Use pre-employment screening. Many business credit reporting
agencies and human resource service providers will help you with
pre-employment screening and background checks. Pre-
employment screening is important for legal and insurance
purposes. For example, you need to know if an employee is driving
your car but their license is revoked or they are required to have a
device to check for blood alcohol level.

* Provide job descriptions and lists of duties. Communicate job
expectations and any job expectation changes to your employees.
While it is important to separate duties, cross training your staff
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« Manage by being present or walking around
«+ Audit for payroll or time fraud

+ Benefits and compensation for retention

« Incentives to avoid injuries and damages
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V trategy

How can you manage your own risks?
« Set work hours
« Plan work with a balance
« Set realistic goals
« Train support staff or an assistant
« Include in disability or death in business plan
« Support system
« Anticipate family and home needs
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helps to ease costs in the event someone leaves or the business is
short staffed.

Provide performance evaluations. Employees should expect
evaluations to enhance their performance. Provide feedback and
allow them to comment about their jobs.

Be involved. A business cannot run on its own. Owners who are
not present often find their business runs into problems. Let people
know you are present. Get to know everyone by walking around
your business. Talk with customers.

Audit payroll. Audits should be conducted on payroll systems.
Check project timecards against job sheets for appropriate time
submission. Compare timecards to payroll ledgers and payroll
ledgers to the payroll account.

Reward safe performance. Injuries and damages can happen.
Monthly departmental rewards for avoiding accidents may be less
costly than premiums and damages resulting from carelessness.
Safety procedure incentives may raise employee involvement in
the process.

Business Work Strategy

How and when you and your employees work, impacts your business.
Review these work strategy tips:

Set work hours. Provide your employees with a tentative work
schedule and keep them updated in advance of changes. Use a
planner to map out your anticipated monthly, weekly, and daily
work.

Plan work with a balance. Avoid filling every minute. Allow
extra time for unexpected events. Make sure you balance work
with time off.

Set realistic goals. Setting goals requires time to meet them. Make
goals realistic for your business to avoid overextending yourself,
burning out, and putting added stress on employees and your
family.

Train support staff or an assistant. A written business plan
should include how to deal with the possibility of your disability or
death. Train your support staff or assistant to handle short-term
needs. Can a family member or someone else run the business in
your place? Have you named someone to liquidate the business?
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« Be alert to changes in the community and laws
« Awareness of news in the economy

« Utilize lines of credit only when needed

« Insure against damages from weather and
disasters

« Backup utilities — phones and generators
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Disability insurance may provide for your care and that of the
business. Life insurance can also be purchased in amounts large
enough to cover the liabilities of the business.

* Develop a support system. Support systems are vital to businesses
and families. Do you have friends or services that can help your
family when you can’t be available due to work? Think about
activities your family does on a weekly basis. You may need
someone to help with these activities, as well with those that are
unexpected. For example, waiting for a plumber or heating repair
technician can take an entire day. Plan your support systems.

More on Control Management

Here are additional ways to manage risk:

* Discuss risks. Schedule regular meetings with managers to discuss
risks. For example, add discussions of risk to sales meetings
agendas.

* Provide a safe workplace. Employers have the responsibility to
provide a safe workplace. Employers MUST provide their
employees with a workplace that does not have serious hazards and
follow all relevant federal, state, and local safety and health
standards. See http://www.osha.gov/workers.html#6. You must

post OSHA citations, injury and illness data, and the OSHA poster
in your workplace where workers will see them.

*  Monitor the premises. Also, create a checklist of the physical
building that includes areas of upkeep, needs, and repairs.
Complete a monthly walk-around to note areas that require
attention. Have managers complete a weekly review of the facility
for less significant items.

* Be alert to community changes. Be involved in the community or
have someone who can update you on changes in the community
that affect your business. Stay informed of federal, state, county,
and local laws that could impact your business.

*  Use lines of credit wisely. Lines of credit are important. Refrain
from using the entire line to give yourself a margin of safety to deal
with an emergency.

* Speak with an insurance agent. Speak with an insurance agent
about business risks. Check to see if your business is in a flood
zone requiring flood insurance. Whether you own or rent it is
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« Ethical and honest behavior will begin with
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* Revisit it periodically

+ Insurance payment and liquidation of assets
+ Liquidation of assets without insurance
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important to protect your business from fire, water, and other
damage risks.

* Consider a generator and secondary phone. Consider the
feasibility cost of a generator, what size generator would be
needed, and how to implement the use of a generator safely. A
backup phone may be as simple as listing a cell phone as a
secondary business number and keeping the phone in your business
location.

Lead by Example

Lead your business by example with honesty, integrity, and being ethical in
all business deals. Convey this expectation to your employees and other
people and firms with whom you do business as well.

Exit Strategy

No one starting a business expects to fail, but planning for the worst is part
of managing the risks involved with any business. Sometimes it becomes
necessary to implement a business exit strategy. Under the worst of
circumstances having an exit strategy will be important for your future and
that of your family.

Include an exit strategy in your initial business plan and revisit it from time
to time. Question you may want to consider:
* Have you provided for insurance in the event of your death?
* In the event of death, have you provided for the liquidation of
assets?
*  Are there sufficient funds to allow the liquidation of assets without
additional insurance?
*  What about disability benefits?
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Plan and manage risks to succeed!
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Eight Key Points to Remember
« There are internal and external risks associated with a
small business

« Begin assessing the risks by completing a list of those
events or resources involved with the business that
could impact continued operations and cash flow

* The costs to insure or minimize risks should be
weighed to the potential impact involved

* A business continuity plan should be part of your
overall business plan
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Eight Key Points to Remember

« Strategies to avoid risks can include: communication,
setting expectations, support systems, training staff,
insurance, assessment and contingency planning

* Be honest in reviewing your business for risk and
warning signs

« Seek assistance from others

* An exit strategy is important
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While some business owners name a trustee to handle the closing of a
business, others may have active family members to assume business
ownership or perform the closing. Consider allowing employees to
purchase the business instead of closing it.

Plan and Manage Risks to Succeed!

Much more could be said or learned about risk management. If you are
interested in additional information, consider enrolling in a college course
on accounting information systems, risk management, or business
management. Use sources available through the SBA and others listed in
this training.

Eight Key Points to Remember

Much more could be said or learned about risk management. If you are
interested in additional information, consider enrolling in a college course
on accounting information systems, risk management, or business
management. Use sources listed in this training or others available through
the SBA.

Remember these key points:

1. Risks associated with a small business can be characterized as
internal and external.

2. Begin assessing risks by listing events or resources that could
impact continued operations and cash flow.

3. The costs to insure or minimize risks should be weighed against the
potential impact of the risk.

4. A business continuity plan should be part of your overall business
plan.

5. Strategies to avoid risks can include: communication, setting
expectations, support systems, staff training, insurance, risk
assessment, and contingency planning.

6. Be honest in reviewing your business for risk and know the
warning signs.
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Summary
* What final questions do you have?

+ What have you learned?

* How would you evaluate the training?
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1
Conclusion
You learned about:
* Internal and external risks of a small business
+ How to identify and reduce the negative effects
these can have on your business
= Warning signs of risk
+ The steps in risk management planning
+ The importance of containing these risks
« The need for an exit strategy
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7. Seek assistance from others.
8. Include an exit strategy in your initial business plan and revisit that
strategy from time to time.

Summary

What final questions do you have?
Who would like to share one thing they learned from this training?

Now we will see what you have learned by completing /a short Post-Test
that is the second to the last page in the Participant Guide and/or the
“After the Training” column of the What Do You Know? form that you
completed earlier].

We would also like your feedback about the workshop. Please complete
the Evaluation Form—this is on the very last page of the Participant Guide.

Conclusion

You learned about:
e Internal and external risks of a small business
e How to identify and reduce the negative effects these can have on
your business
e Warning signs of risk
e The steps in risk management planning
e The importance of containing these risks

o The need for an exit strategy
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For Further Information

Federal Deposit Insurance Corporation (FDIC)

www.fdic.gov

The Federal Deposit Insurance Corporation (FDIC) preserves and promotes public confidence in the U.S. financial
system by insuring deposits in banks and thrift institutions for at least $250,000; by identifying, monitoring and
addressing risks to the deposit insurance funds; and by limiting the effect on the economy and the financial system
when a bank or thrift institution fails.

The FDIC encourages bank lending to creditworthy small businesses. The FDIC also encourages small businesses
that may have an inquiry or concern about the availability of credit to contact the FDIC Small Business Hotline at
1-855-FDIC-BIZ or www.fdic.gov/smallbusiness. Another FDIC web site, www.fdic.gov/buying/goods, provides

resources to assist small businesses that may want to do business with the FDIC.

U.S. Small Business Administration (SBA)

www.sba.gov

SBA Answer Desk: 1-800-827-5722

The U.S. Small Business Administration (SBA) web site provides resources, answers to frequently asked questions
and other significant information for small business owners.

U.S. Financial Literacy and Education Commission

WWW.mymoney.gov

1-888-My-Money (696-6639)

MyMoney.gov is the federal government's one-stop web site that provides financial education resources from more

20 federal agencies.
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Post-Test

Now that you’ve gone through the training, see what you’ve

learned.
1.
a.
b.
C.
d
2.
a.
b.
3.
a.
b.
C.
d
4.
a.
b
C.
d
5.

Which type of risk can generally be controlled?

Internal risks
Systematic risks
External risks
Market risks

It is possible to create a business plan that identifies every risk your business might face.

True
False

While reviewing your business plan you identified several risks that could halt, slow, or affect the profit of

your business. What should you do with these risks?

If needing help with risks associated with your business you should

List them by name

Rank by importance
Identify the potential cost
All of the Above

Work the risks by yourself
Seek outside assistance
Ignore the risks

Market the risks

Which of the following are common ways to avoid risk? Select all that apply.

o a0 TP

Communicating risks you’ve identified to key employees
Making your expectations clear to employees

Developing support systems to care for your family needs
Training staff on the business continuity plan
Purchasing insurance

Planning emergency contingencies
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Please fill out this evaluation form for the Risk Management for a Small Business training.

Training Rating
1. Overall, I felt the training was (check one):

[ ] Excellent g
[ ] Very Good = g
[ ]Good =z 2
Fair > 3 _ 2>
Please indicate the degree to which you agree by circling a number. g é’ é’ <°" 8
2. Tachieved the training objectives. 1 5
3. The instructions were clear and easy to follow. 1 5
4. The PowerPoint slides were clear. 1 3 4 5
5. The PowerPoint slides enhanced my learning. 1 2 3 4 5
6. The time allocation was correct for this training. 1 2 3 4 5
7. The instructor was knowledgeable and well-prepared. 1 2 3 4 5
8. The participants had ample opportunity to exchange experiences and ideas. 1 2 3 4 5

Please indicate the degree of knowledge/skill by circling a number.

None Advanced

9. My knowledge/skill level of the subject matter before taking the training. 1 5
10. My knowledge/skill level of the subject matter upon completion of the training. 1 5
Instructor Rating

11. Instructor Name:

3 .

S &

- T %

. o e = 9 2 ¢

Please use the response scale to rate your instructor by circling a number. g i 3 g o

12. Made the subject understandable. 1 5

13. Encouraged questions. 1 2 3 4 5

14. Provided technical knowledge. 1 2 3 5

15. What was the most useful part of the training?

16. What was the least useful part of the training and how could it be improved?

Money Smart for Small Business
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